Warnings On New Phishing Threat Nov. 3, 2004
New, "more insidious" phishing scam is triggered when unsuspecting users open an E-mail. By Thomas Claburn InformationWeek 
Opening the wrong E-mail may soon be enough to empty your bank account. In an effort to woo security-conscious computer users, "phishers" have come up with a new technique to harvest online banking details without requiring users to click on a Web link and enter personal information on a submission form. 

This new form of attack, directed specifically at users of online banking, runs a script when a phishing E-mail message is opened, according to E-mail and virus security company MessageLabs Ltd. The script tries to rewrite the host files on the machine of the recipient. On subsequent attempts to access online banking services, victims will unknowingly be redirected to a fraudulent Web site designed to capture their log-in details. 

Alex Shipp, senior antivirus technologist at MessageLabs, says such developments only make it harder to defend against phishing. Traditional phishing attacks rely on tricking the user into following a Web link and then entering personal information. "This one is much more insidious," he says. 

Some 3% of those targeted by phishers reveal personal information, according to a study released in April by research firm Gartner. 

Shipp adds that this new technique, which has only been detected in Brazil, is probably being tested for wider deployment. That's what happened with first-generation phishing attacks that were tested in Australia before being directed at users in the United States. 

Only systems that have enabled Windows Script Host are vulnerable to this attack. WSH lets users run VBScript and JScript scripts within the Windows operating system. Sophos plc, an antivirus company, offers instructions on how to disable WSH. 

"Most businesses these days probably have this disabled," Shipp says. "But home users are more vulnerable."

How to disable Windows Scripting Host

These instructions explain how to tell whether Windows Scripting Host (WSH) is installed on your machine and how to disable the running of VBS scripts. This can prevent some worms from infecting your computer.

When Windows, Internet Explorer or some other products are installed or upgraded Windows Scripting Host may be reinstalled. You would then have to repeat the procedures described below.

Important note: Some applications require Windows Scripting Host. They will cease to function if it is disabled or removed.

Windows 2000/Me/XP/2003

WSH is installed by default.

To prevent scripts with a .VBS extension from being run:

1. Log on as an Administrator. 

2. On the 'Desktop', or in 'Windows Explorer', right-click on 'My Computer'. 

3. Select 'Open' from the menu. 

4. In the 'My Computer' window, open the 'Tools' menu and select 'Folder Options'. 

5. Open the 'File Types' tabbed page. 


6. Look for 'VBScript Script File' in the list of file types (if you can't find it, you don't need to do anything else). 

7. Click on the 'Delete' button. 

8. If you see a dialog asking you to confirm removal, click 'Yes'. 

Windows 98
WSH is installed if you choose a standard installation of the operating system, or if you install Internet Explorer 5, or if you download WSH from Microsoft.To disable WSH, preventing scripts from being run:

1. From the Windows taskbar, select Start|Settings|Control Panel. 

2. In the 'Control Panel' screen, double-click the 'Add/Remove programs' icon. 

3. In the 'Add/Remove Programs' window, open the 'Windows Setup' tabbed page. Select 'Accessories' and double-click. 
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4. In the 'Accessories' list, find 'Windows Scripting Host'. 

5. Click on the check-box by 'Windows Scripting Host' to deselect it. 

6. Click OK to return to 'Add/Remove Programs' window. Then click on 'OK'. 

Windows 95

WSH is installed if you install Internet Explorer 5, or if you download WSH from Microsoft.

To prevent scripts with a .VBS extension from being run:

1. On the 'Desktop', or in 'Windows Explorer', right-click on 'My Computer'. 

2. Select 'Open' from the menu. 

3. In the 'My Computer' window, open the 'View' menu and select 'Options...'. 

4. Open the 'File Types' tabbed page. 
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5. These instructions explain how to tell whether Windows Scripting Host (WSH) is installed on your machine and look for 'VBScript Script File' in the list of file types (if you can't find it, you don't need to do anything else). 

6. Click on the 'Remove' button. 

7. If you see a dialog asking you to confirm removal, click 'Yes'. 

